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The strategic environment

Volatility
Uncertainty
Complexity
Ambiguity
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National Crisis 2000/2001 — The 4 Fs
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Civil Contingencies Secretariat

Mission

Through the collective action of all involved, at central,
regional and local levels, to enable as far as practicable
the nation to absorb , and then to respond to and
recover from, potential disruptive challenges  of all

types.



The Master Question

Prime Minister to Civil Contingencies Secretariat - weekly:

“Are We Ready?”

Sir David Omand (Security and Intelligence Co-ordinator):

“Co-operation and Coherence”



“Are We Ready?” — Co-operation

Our Strategy is:
 Multi-level - International, national, regional, local.
e Multi-sector — public, private, business, voluntary.

 Multi-agency - there is a wide range of organisations
Involved in preparedness planning and in the response.



“Are We Ready?” - Coherence
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Risk Assessment

Risk

Likelihood

Against a Reasonable Worst Case scenario
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The most important capability - People

Individually
In Crisis Leadership Teams



Command Levels

Strategic

(GOLD)
|dentifies issues &
determines priorities

Deliberates results and
evaluates strategy

Tactical

(SILVER)

Translation of strategy
into actions and co-
ordination of assets

Monitors and analyses
results

Operational

(BRONZE)

Implementing tasks

Establishes & communicates
strategic direction

Defines operational
parameters

Defines specific
expectations and tasks



Leadership

Management is doing things right; leadership is doing the
right things. Peter F. Drucker

Don't tell people how to do things, tell them what to do and let
them surprise you with their results. George S. Patton

A leader is a dealer in hope. Napoleon Bonaparte

Only one man in a thousand is a leader of men -- the other
999 follow women. Groucho Marx

| must follow the people. Am | not their leader? Benjamin
Disraeli



Sir Winston Churchill - Principles

The pessimist sees difficulty in every opportunity. The
optimist sees the opportunity in every difficulty.

Those that fail to learn from history, are doomed to repeat it.

In conflict, resolution; in defeat, defiance; in victory,
magnanimity.



Background

Gold Standard
Simulation for Catastrophic Disaster
Ernergency Managemeant Exarcises
at the Strategic level




Emergency Planning College

CabinetOffice

Serco



Purpose

“To enhance UK resilience by providing the
multi-agency civil command team
development necessary for the effective
management of the consequences of major
emergencies and disasters’.



Delivery Outputs

Multi-agency doctrine

Multi-agency training

Professional competences and standards
Multi-agency exercising

Validation



Exercise Management

Higher Controllers — Political constraints

Cabinet Office Briefing
Room

Strategic
Co-ordination Strategic
Group Recovery

Plan

Lower Controllers — Crisis information
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National
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Dependencies



National Infrastructure



National Infrastructure

Critical infrastructure is often
described as a ‘system of systems’,
which functions with the support of
large, complex, widely distributed
and mutually supportive supply
chains and networks.

Such systems are intimately linked
with the economic and social wellbeing
and security of the communities they
serve.

Pitt Review. Section 5 Page 251

A ‘system of systems’ is most commonly
described at national level, but they
also operate locally.

They are not bounded by immediate
geography or necessarily linked directly
to operational roles.




National Infrastructure Dependencies Project - Strat
Disparities & Gaps — Multi- layer, sector, agency

egy




National Infrastructure Dependencies Project - Strat  egy

Disparities & Gaps — Multi- layer, sector, agency

_4
B Designed to develop and test a scalable and

i repeatable methodology to assess how well UK

— Infrastructure 'system of systems' i.e.

! stakeholders, systems, processes, technology

Il and people, work together normally and in crisis.

i We want to establish where improvements can

i be made and applied to interdependencies

= across a wide range of other national

! Infrastructure sectors and sites.
[ It is a fully integrated, all hazards approach.
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National Infrastructure Dependencies Project - Appro

Building a Common Operating Picture
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Business Security Transformation

|
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Sustaining Profit in an Uncertain World

Mitigate Disruptive Effect
Challenge -
Damage
(health, social,
Prevent ﬁ economic)
Anticipate
Protect :

Disruption

to essential services

Improved Balance Investment

Resilience
Activity

Respond to
damage /
risks

Absorb

disruption to
ﬁ maintain

operations

% Recover an

essential service
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Pilot Study — St Pancras Station




Model Architecture

Concept of Operations
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LLLLLL]Y > Stakeholders .
— I —_
— Il
il § [ e Inputs = | Function ——)> Outputs 1
TTTTTTTT
People
Daily
Business Work with Operational
Identify Common / Stakeholders to build Decision Actual Vs
Operational Picture of Theoretical
Level 0 Stakeholders Bel Stakeholders Model
— Inputs, & & Categorise & Roles Human
Factors
Emergency L
Baselining
Response
Drivers Desk Research Previous /\A Operational Stakeholder Workshop
Legislative /StatutoryI:> Documentation Incidents
Base Workshop Outputs
National Policies /
Initiatives I:>
prfcﬂlﬂ,?zs/@ Review & Analysis of Materials

Emergency Plans :> Primary Research (e.g. Economic /

International / Horizon Scanning )

Define Threat Scenarios

Refinement of EA / SD / IMX Models
Dependencies

Broadening of Landscape

St Pancras
Supply Chain

(Kings Cross ‘As is’ picture of

Landscape

Supply Chain) / — = As 'goﬁftu;e el Security & Initial view Initial View
4 Y Resilience Disparities in Capability
Ve Procedure .
| Planning Breadth Assessments
| Landscape




I
St Pancras — Level 0 Diagram
Inputs and Outputs, and
Related Stakeholders
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National Infrastructure Dependencies Project - Strat

Stakeholder Benefits & Outcomes

Public Sector

CNI Operators

egy

Industry Supply
Chain

Corporate Reputation Protection / Enhancement
Identification/ removal Shared visibility of Access to demand side
of gaps & overlaps - upstream/downstream risks * needs and markets
. multi-layer, sector oL .
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